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TU DONG PHAT HIEN HANH VI BAT THUONG
TRONG VIDEO VA PHAT HIEN GIAN LAN THI CU

AUTOMATICALLY DETECT UNUSUAL BEHAVIOR IN A VIDEO AND DETECT EXAM FRAUD

TOM TAT

Nhiing ndm gan day, nhiéu tién bd trong linh viic nghién cGu tri tué nhan
tao, hoc mdy va hoc sau da dua ra gidi phap cho cac bai todn nhén dang nhu
nhan dang vét thé, nhan dang chi viét, nhan dang khudn mat, nhan dang
hinh déng, nhan dang giong ndi,... vi dd chinh xdc cao. Trong nghién ciiu nay
ching toi gidi thiéu va dé xuat mé hinh két hgp nhiéu phuong phap hién c6
nhu phat hién diém mdc khudn mat (Face Landmark Estimation), udc lugng
khung xuong (Human Pose Estimation), nhdn dién khuon mat (Face
Recognition) két hop véi cich thiic danh gid hanh vi bat thuong dé tao ra hé
thdng lai ¢ kha nang (ing dung trong phat hién gian lan thi cG. Két qua thd
nghiém mé hinh cho thdy, hé thdng dé xudt ¢6 tinh hiéu qua cao va cd thé
phét trién tr@ thanh ting dung thuc té.

Tir khéa: Phdt hién hoat ddng bdt thuong, udc tinh tu thé cia con nguoi, uéc
tinh méc khuén mdt, nhdn dang khudn mdt.

ABSTRACT

In recent years, many advances in the field of artificial intelligence, machine
learning, and deep learning have provided solutions to recognition problems
such as object recognition, handwriting recognition, face recognition, shape
recognition, voice recognition, etc. with high accuracy. In this study, we
introduce and propose a model that combines many existing methods such as
Face Landmark Estimation, Human Pose Estimation, Face Recognition combined
anomalous behavior assessment method to create a hybrid system with
potential applications in exam cheating detection. Experimental results show
that the proposed system is highly effective and can be developed into a
practical application.

Keywords: Abnormal Activity Detection, Human Pose Estimation, Face
Landmark Estimation, Face Recognition.
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1. GIGI THIEU
Phat hién (nhan dién) hanh vi bat thudng qua trinh
giam sat, phan tich hanh vi ngudi dung va trang thai moéi
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trudng xung quanh nham nhdn dang, suy dién cac hoat
déng dang xay ra c6 bat thudng hay khong. Bat thuang
cling dugc goi la ngoai lai, sai léch hoac bat thudng trong
khai pha dir liéu va ly thuyét théng ké. Nhan dang hanh vi
khong nhing la cht dé nghién ctu trong tinh toan nhan
biét ng(t cdnh, ma con la ch dé cho rat nhiéu linh vuc khac
nhau nhu tinh toan khdp noi, tuong tdc ngudi may, tinh
toan di déng,... M6t trong nhitng muc tiéu ctia nhan dang
hanh vi la cung cdp thong tin vé hanh vi cia déi tuong
(ngudi dung), tir d6 cho phép hé théng tinh toan chi dong,
hé trg con ngudi trong céng viéc [1, 2].

Trén thuc té€, phat hién bat thudng l1a moét van dé quan
trong trong hé théng phat hién xam nhap. Phat hién bat
thudng da thu hut va tré thanh linh vuc nghién ciu dugc
cac nha khoa hoc trén thé gii quan tam. M6t sé nha khoa
hoc da ap dung cac ky thuat Machine Learning xdy dung
mo hinh dya trén tap di liéu huan luyén va phat hién xam
nhap [3, 4]. Cac hé théng da va dang dugc con ngudi tng
dung vao thuc té nhu: Hé théng phat hién xam nhap trén
CCTV, hé théng theo dbi stc khoe trong bénh vién, hé
thong phat hién gian lan trong giao dich thé tin dung tai
ngan hang, phat hién thiét hai cong nghiép,.... Trén thuc té
da c6 nhiéu nghién ctu vé linh vuc nay va sé duogc dé cap
chi tiét trong phan ti€p theo clia trong bai bao nay.

2. CACNGHIEN CUU CO LIEN QUAN

Nhu da dé cap, van dé phat hién bat thuong khéng phai
la bai toan méi. Da c6 nhiéu tac gia nghién ciu vé van dé
nay nhu tac gid Ming.Y va nhém nghién cliu da dé xuat
trong bai bdo “Real Time Anomaly Detection for Denial of
Service Attacks by Weighted k-Nearest Neighbor
Classifiers” vao nam 2011. Trong bai bao nay, tac gia dé
xuat thuat toan di truyén két hgp véi KNN dé chon thudc
tinh va trong s6. Trong nghién cliu “CS424 network
security: Bayesian Network Intrusion Detection (BINDS)”
cla cac tac gid Johansen va Lee da dé xudt xay dung hé
thong phat hién xam nhap dua trén mé hinh Mang Bayes
dé phan biét cac cudc tdn cong ti mang hoat dong binh
thudng bang cach so sanh cac chi s6 cta ting mau luu
luong trén mang. Ngoai ra con ¢ cac nghién ctu khac vé
phat hién bat thudng nhu nhom nghién ctu cta tac gia
Henri Bouma va déng nghiép da xay dung hé théng phat
hién s6m hién tugng méc tdi trong siéu thi dua trén dac
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trung. K&t qua thir nghiém cho thay két qua tuong doi cao
nhung trén bd dir liéu nho va ty 1& bao gid con cao, can
dugc cai thién thém. Phét hién hanh vi bat thudng trong thi
clr cling dugc dé cap tdi trong nghién clu cla tac gia
Asma’a Al Ibrahim va cac d6ng nghiép. Két qua thi nghiém
cho két qua chinh xac hon 90%. Hé théng can cai thién véi
cac hanh vi da dang va phuc tap hon. Trong nuéc cling ¢6
cac nghién ctu dién hinh nhu nghién cliu dugc tim thay
nham phan tich su chd y cla sinh vién trong I6p hoc dugc
dé xuat bai tac gia Bui Ngoc Anh va cong su tai dai hoc FPT.
K&t qua thu dugc sé gui vé tap hoc liéu va phan tich cla
trudng nham trg gidp nha trudng trong viéc phan tich d
liéu gido vién va chat lugng bai giang, thai d6 hoc tap cla
sinh vién trong trudng. Cac nghién ctu khac cling dugc
ching téi nghién ctu va tim hiéu nhu trong [5]. Theo tim
hiéu ctia nhém chung t6i hién tai chua cé nhiéu cac nghién
clru trong nudGc vé hudng dé tai ma nhom dé xuat nay.

3. MO HINH DE XUAT

DE gidi quyét bai toan phat hién hanh vi bat thudng
trong thi ct, nhdm ching téi dé xuat phuong phép tiép can
la két hgp nhiéu phuang phéap khac nhau danh gia hanh vi
nhu phat hién khuén mat va udc lugng diém méc khudn
mat, phat hién tu thé va danh gia tu thé, nhan dién khuén
mat. Dua vao cac phuang phap nay nhom sé két hgp va
phan loai dau la hanh vi bat thuéng va dau la hanh vi binh
thudng trong thi ci. P& danh gia hanh vi 13 bat thudng
trong thi c trén thuc té€ co rat nhiéu cach dinh nghia.
Trong pham vi nghién cttu nhém da dinh nghia ra cac hanh
vi nhu quay ngang, quay doc, nhém Ién, li€c bai, lam viéc
riéng dudi gam ban.

Phuang phép udc lugng diém méc khudn mat dugc tac
gid Jiankang Deng va cong su gidi thiéu trong bai bao
“RetinaFace: Single-stage Dense Face Localisation in the
Wild"”. Phuong phap nay c6 tinh hiéu qua vugt tréi so véi
cac phuong phap MTCNN va cac phuong phap tuong tu
khac t6i 1,1% AP. Chinh vi tinh vuot tréi nhu vay nén trong
thuc nghiém chung t6i da s& dung mé hinh RetinaFace
trong hé théng cia minh [6, 7].

DaGi véi bai toan xac dinh hanh vi clia déi tuong trong
video, ching téi ti€p can theo cach danh gia tu thé nla
trén cuda sinh vién trong I6p hoc. Dua vao dé chung t6i sé
két hop cung véi diém méc mat dé du doan hanh vi cda ho.
C6 nhiéu cach da dugc gidi thiéu va ti€p can giai quyét bai
todn nay. Nhung thudt todn Part Affinity Fields (PAF) la
thuat toan dugc chon. Thuat toan nay cho téc d6 va do
chinh xac tuong d6i hgp ly (mét s6 mé hinh c6 d6 chinh
xac cao nhung tc do rat cham, diéu nay khé c6 thé ap
dung trong thai gian thuc) [8].

Phuang phép PAF tiép can si dung mét dai dién khong
tham s6 dé hoc céch lién két cac bd phan co thé vai cac ca
nhan trong hinh anh. Kién trdc ma hda ngl canh toan cau,
cho phép mot budc phan tich ci phap tu dudi [én(bottom-
up) tham lam duy tri d6 chinh xac cao trong khi dat dugc
hiéu suat thoi gian thuc, khéng phan biét s6 lugng ngudi
trong anh. Kién tric dugc thiét ké dé cling tim hiéu cac vi
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tri bd phan va su lién két ciia ching théng qua hai nhanh
cla cung mét trinh ty qua trinh du doan. Két qua ap dung
PAF cho mét anh dau vao dugc minh hoa nhu hinh 1.

{b) Part Confidence Maps

¢} Parsing Results
Hinh 1. Minh hoa dp dung PAF cho phat hién tu thé ddi tugng trong dnh
Budc cubi clung trong viéc xay dung hé théng cla

{2) Imput Image (c) Past Aifimity Fields (d) Bipartite Maiching

ching t6i la viéc danh gia hanh vi bat thuong cha déi
tugng tim thay sau khi da khoanh viing dugc déi tugng dua
trén tu thé ngbi va xoay vung thu dugc vé hudng chinh
dién sau khi xac dinh dugc cac diém méc trén khudn mat.

Hinh 2. Khoanh viing d6i tugng dua trén tu thé ngdi sao dung PAF

Hinh 3. Minh hoa xac dinh cac diém mdc trén khuon mat sit dung RetinaFace

M6 hinh dé xuat clia ching téi cho bai toan phat hién

hanh vi bat thudng clia ngudi thi dugc cho trong hinh 4.

| b | st [— —

Harmen ectoe (B 58

Hinh 4. M hinh dé xudt phat hién hanh vi bat thutng
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4. KET QUA THUC NGHIEM

Do hién nay khéng c6 bat ci tap dit liéu mé co6 sdn nao
lién quan dén bai toan nhan dién hanh vi gian lan trong thi
cf nén nhom nghién cdu da ty xdy dung mét bo dir liéu
nham phuc vu cho viéc huan luyén moé hinh va danh gia két
qua cla hé théng.

A7

Hinh 5. Hinh minh hoa thu dugc tir video gidm sét phong thi
Hinh minh hoa két qua dat dugc nhu hinh 6.
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Hinh 6. Anh két qua nhan dugc sau khi &p dung mé hinh dé xust
Bang 1. Bang két qua nhan dugc sau khi ap dung md hinh trén tap danh gid

Normal Abnormal
Accuracy 0,9898 0,9574
Precision 0,9892 0,9594
Recall 0,9898 0,9574
F1Score 0,9895 0,9584

C6 thé thdy mé hinh c6 thé nhan dién tét cac hanh vi
gian 1an rd rang, tuy nhién van cé moét sé trudng hgp nhu
gap ngudi qua thap c6 thé khién cho mé hinh bi réi hodc
dua ra bdo doéng gia.
5.KET LUAN

Bang viéc van dung cac nghién clu cé trudc vé xu ly
anh, phat hién khuon mat, nhan dién khuén mat, udc lugng
khung xuong ngudi va nhém dé xuadt mo hinh két hgp
cling nhu cach xac dinh hanh vi bat thuong da gidp ching
toi gidi quyét dugc co ban bai toan phat hién hanh vi bat
thudng trong thi ct. Thong qua dé tai ching t6i da thu
dugc nhiéu kinh nghiém va kién thic vé cac mo hinh hoc
sau. Tuy nhién dé tai con c¢6 nhiing nhugc diém nhu mdéi
dua ra dugc ti 3 tSi 4 hanh vi bat thudng. Trén thuc té cling
con nhiéu hanh vi gian 1an khac can xem xét.
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Nhom tac gia sé ti€p tuc nghién ctru va tim hiéu thém
dé c6 thé nang cao dd chinh xac cla viéc phat hién hanh vi
gian lan thi ctr trong thdai gian tdi.
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